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Abstract. In this paper, we investigate the security of a hash function
based on the evaluation of multivariate polynomials [17]. The security of
such hash function is related to the difficulty of solving (under-defined)
systems of algebraic equations. To solve these systems, we have used
a general hybrid approach [8] mixing exhaustive search and Gröbner
bases solving. This shows that this approach is general and can be used
in several contexts. For the sparse construction, we have refined this
strategy. From a practical point of view, we have been able to break
several challenges proposed by Ding and Yang [17] in real time.
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Introduction

Multivariate Cryptography is the set of all the cryptographic primitives using
multivariate polynomials. The use of algebraic systems in cryptography dates
back to the mid eighties [15, 26], and was initially motivated by the need for
alternatives to number theoretic-based schemes. Indeed, although quite a few
problems have been proposed to construct public-key primitives, those effectively used are essentially factorization (e.g. in RSA [27]) and discrete logarithm
(e.g. in Diffie-Hellman key-exchange [16]). It has to be noted that multivariate
systems enjoy low computational requirements. Moreover, such schemes are not
concerned with the quantum computer threat, whereas it is well known that
number theoretic-based schemes like RSA, DH, or ECDH are [28].
Multivariate cryptography has become a dynamic research area, as reflected by
the ever growing number of papers in the most famous cryptographic conferences.
This is mainly due to the fact that an European project (NESSIE1 ) has advised
in 2003 to use such a signature scheme (namely, sflash [13]) in the smartcard context. Unfortunately, Dubois, Fouque, Shamir and Stern [18] discovered
1
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a sever flaw in the design of sflash, leading to an efficient cryptanalysis of this
scheme.
A new trend of multivariate cryptography is to design symmetric primitives. In
this context, it is often possible to relate the security of the primitive to the
difficulty of solving a random system of algebraic equations. A very interesting
example of such construction is the stream cipher QUAD [7].
In this paper, we will study the security of a hash function proposed by Ding
and Yang [17] based on the evaluation of multivariate polynomials. It has to be
noted that Billet, Peyrin and Robshaw proposed in about the same time [11] a
similar construction.
1.1

Previous works

A previous analysis of multivariate hash functions has been done by Aumasson
and Meier [2]. Let  be the ratio of monomials in each polynomial of the system describing the multivariate hash function. Aumasson and Meier pointed out
that – when generating random sparse polynomials – there is a probability of
(1 − )n that a given variable xi appears in none of the n polynomials of the
system. In this case, we can find trivial collisions by taking two messages with
a difference only at the ith position. In addition, they proposed an interesting
technique inspired from coding theory to solve random system of sparse equations. Finally, they demonstrated that families of low-degree functions over F2
are neither pseudo-random nor unpredictable.
In [24], Luo and Lai proposed a generic attack against multivariate hash functions
slightly better than exhaustive search. They gave an explicit method to compute
2d digests using 2d − 1 queries to the hash function (assuming the knowledge
of the dth derivative of the function, where d is the maximum degree of the
polynomials describing the function).
In this paper, we will apply a general technique already presented in [8] allowing
to find collisions on several challenges of the multivariate hash function [17] in
real time.
1.2

Organization of the paper

After this introduction, the paper is organized as follows. In Sect. 2, we briefly
introduce the principle of multivariate hash function [17] as well as the general
framework of our attack. The security of such hash functions is related the
difficulty of solving algebraic equations. We do not present in this paper the
mathematical tools (ideals, varieties and Gröbner bases), or the algorithmic tools
(F4 /F5 ) for solving algebraic systems. These tools have already been defined in
[1, 20, 21, 4, 5, 8, 22]. In this last section, we analyze the security of the hash
function proposed by Ding and Yang [17]. We have focused our attention on the
constructions based on cubic equations. By using a technique introduced in [8],
we will show that we can find collisions on some of the parameters proposed in
[17]. Our experiments suggest that the sparse construction is weaker than the
dense construction.

2

Multivariate Hash Functions

In this part, we recall the principle of multivariate hash functions [17]. After
that, we will describe the algebraic tools which will be used for mounting our
attack.
2.1

Multivariate Hash Function

We shall call “Multivariate Hash Function” a hash function explicitly described
by a set of multivariate polynomials. As usual, we will focus our attention to the
compression function which will be plugged into a Merkle-Damgård construction. For a multivariate hash function, the compression function is defined by a
mapping F : (y1 , . . . , ym , x1 , . . . , xn ) ∈ Km+n →

f1 (y1 , . . . , ym , x1 , . . . , xn ), . . . , fm (y1 , . . . , ym , x1 , . . . , xn ) ∈ Km ,
where f1 , . . . , fm ∈ K[y1 , . . . , ym , x1 , . . . , xn ] are algebraic polynomials.
Let a0 ∈ Km be the Initial Value (IV); the digest is computed using the following
procedure :
1: Let (v1 , . . . , vk ) ∈ (Kn )k be a padded message
2: for i = 0 to (k − 1) do
3:
ai+1 = F (ai , vi )
4: end for
5: return ak
It is well known that the security of this procedure relies on the properties of
F : Km+n → Km . To construct this map, Ding and Yang [17] proposed to use
cubic polynomials and stacked (composed) quadratics. Note that the stacked
composed quadratics construction was also described – in about the same time
– by Billet, Peyrin and Robshaw [11]. In this paper, we will only consider the
cubic construction of [17].
There are two variants of the cubic construction. First, it is suggested to use
random dense cubic polynomials with the following set of parameters :
160-bit hash
256-bit hash
#K = 24 , n = 40, m = n #K = 24 , n = 64, m = n
#K = 28 , n = 20, m = n #K = 28 , n = 32, m = n
#K = 216 , n = 16, m = n
The second variant consists in considering sparse cubic polynomials. Namely,
they proposed to generate cubic equations having a proportion of  non-zero
coefficients. This construction permits to drastically improve the efficiency of a
multivariate hash function. The authors [17] claimed that the security of this
construction is as secure as the dense construction. The parameters proposed
are :

160-bit hash
256-bit hash
#K = 24 , n = 40, m = n,  = 0.1% #K = 24 , n = 64, m = n,  = 0.1%
#K = 28 , n = 20, m = n,  = 0.2% #K = 28 , n = 32, m = n,  = 0.1%
#K = 216 , n = 16, m = n,  = 0.2%
2.2

Algebraic Attacks on Multivariate Hash Functions

The security of a multivariate hash function is obviously related to the difficulty
of solving algebraic systems of equations. For instance, let f1 , . . . , fm be the
polynomials describing the compression function F . Let also (z1 , . . . , zm ) ∈ Km
be a valid digest. The problem of finding preimages (resp. second preimages) is
equivalent to solving :
f1 (a1 , . . . , am , x1 , . . . , xn ) = z1 , . . . , fm (a1 , . . . , am , x1 , . . . , xn ) = zm ,
with (a1 , . . . , am ) ∈ Km be a chaining constant.
In this paper, we will consider a less ambitious attack, namely finding collisions.
The goal is to find a pair of messages (M, M 0 ) ∈ Kn × Kn such that F (M ) =
F (M 0 ). To do so, we can fix a difference δ ∈ Kn between the two messages M
and M 0 and try to solve the system :
f1 (a1 , . . . , am , x1 + δ1 , . . . , xn + δn ) − f1 (a1 , . . . , am , x1 , . . . , xn ) = 0
..
.
fm (a1 , . . . , am , x1 + δ1 , . . . , xn + δn ) − fm (a1 , . . . , am , x1 , . . . , xn ) = 0
One can remark that this is (almost) equal to the discrete differential of F 0 =
F (a1 , . . . , am , x1 , . . . , xn ) at δ. Formally, this differential is DFδ0 (x1 , . . . , xn ) =
F (y1 , . . . , ym , x1 + δ1 , . . . , xn + δn ) − F (y1 , . . . , ym , x1 , . . . , xn ) − F (y1 , . . . , ym , 0).
The monomials of highest degree will cancel. Thus, we have to solve a multivariate polynomial system of degree d − 1, where d=max(degree(fi ),i ∈ {1, . . . , m}).
This explains why you have to consider cubic polynomials. For quadratic polynomials, the problem of finding a collision is equivalent to solve a linear system
of equations.
To find a collision or a preimage, we have then to solve an algebraic systems of
equations. To date, Gröbner bases [9, 10] provide the most efficient algorithmic
solution for this problem.

3

Security Analysis of Multivariate Hash Functions

In this part, we will analysis the actual constructions proposed by Ding and Yang
[17]. The compression function F : K2n → Kn (m = n) is given by a random or
sparse cubic polynomial system over a finite field K = Fq , q being a power of 2.
Precisely, F is given by the polynomials :

(f1 (y1 , . . . , yn , x1 , . . . , xn ), . . . , fn (y1 , . . . , yn , x1 , . . . , xn ) .

From now on, we will assume that the variables y1 , . . . , yn (chaining variables)
are fixed.
We have considered the following attack scenario. We randomly fix a difference
(δ1 , . . . , δn ) ∈ Kn . Our goal is to find a message M = (M1 , . . . , Mn ) ∈ Kn such
that M and M + (δ1 , . . . , δn ) collide. As already explained, this is equivalent to
find the solutions of the system of quadratic equations :
f10 (x1 , . . . , xn ) = f1 (a1 , . . . , an , x1 + δ1 , . . . , xn + δn ) − f1 (a1 , . . . , an , x1 , . . . , xn ) = 0
..
.
0
fn (x1 , . . . , xn ) = fn (a1 , . . . , an , x1 + δ1 , . . . , xn + δn ) − fn (a1 , . . . , an , x1 , . . . , xn ) = 0

3.1

Random System of Cubic Equations

In order to solve such systems, we will use the hybrid approach proposed in [8].
This strategy is relevant for systems over fields whose cardinality ≥ 24 . Instead
of computing directly the variety (i.e. the set of solutions), we will specify k
variables of the system. This permits to decrease the complexity of the Gröbner
basis computation. On the other hand, we don’t know if our guess is correct.
Thus, the cost of an exhaustive search on the k variables must be added to the
k
global cost of the attack. That is, we have to perform (#K) Gröbner bases
computations (but of easier systems). This approach has been already successfully applied against TRMS [8] and UOV [22]. In our context, the systems will
not have necessarily a solution. This due to the fact that no collision exists for a
given difference. In such case, we simply repeat the process with a new difference.
To summarize :
1. Choose a random non-zero difference δ = (δ1 , . . . , δn ) ∈ Kn

2. Generate the system f10 (x1 , . . . , xn ) = 0, . . . , fn0 (x1 , . . . , xn ) = 0 as explained previously.
3. Compute the variety V associated to this system using the hybrid approach
described above.
4. If the variety V is not empty, we have found #V collisions, and we have
finished. Otherwise, we repeat from step 1
For the dense construction, we have observed that a considerable number of
differences lead to collisions.
To illustrate this approach, we will consider the construction using random system of cubic equations. We will present experimental results for the parameters
(#K = 216 , n = 16, m = n) and (#K = 28 , n = 20, m = n). The others parameters proposed seems to be out of reach of our approach and can be considered
secure.
The important observation here is that the system that we obtained behave like
a semi-regular systems [3, 6, 4]. We will present experimental results supporting
this claim. These results agree with the conjecture [5]:
“Almost all overdetermined polynomial system is a semi-regular system.”

We can precisely estimate the degree of regularity of the systems, and then the
complexity of the F5 algorithm [21]. Let k ≥ 0 be the numbers of variables fixed,
the degree of regularity is given by the index of the first non-positive coefficient
of the series [3, 6, 4] :
(1 − z 2 )n
.
(1 − z)n−k
In the next tables, we have quoted the degree of regularity observed in our experiments. Namely, the maximum degree reached during F5 on systems obtained
by fixing k variables on collision-finding systems. We have also quoted the theoretical degree of regularity of a semi-regular system of n equations in n − k
variables.
n n−k
16 16
16 15
16 14
16 13
16 12
16 11

k dreg (theoretical) dreg (observed)
0
17
1
9
9
2
7
7
3
6
6
4
5
5
5
5
5

Fig. 1. Comparaison with theoretical results (#K = 216 , n = 16, m = n).

n n−k
20 20
20 18
20 17
20 16
20 15

r dreg (theoretical) dreg (observed)
0
21
2
9
9
3
8
8
4
7
7
5
6
6

Fig. 2. Comparaison with theoretical results (#K = 28 , n = 20, m = n).

By fixing variables, we can obtain a significant gain on the complexity of F5 .
On the other hand, as soon as k > 0, each specification of the r variables will
not necessarily lead to an algebraic system whose set of solutions is not empty.
Thus, we have to perform an exhaustive search on k variables. In other words,
instead of computing one Gröbner basis of a system of n equations and variables,
we compute (#K)k Gröbner bases of “easier” systems (n equations with n − k
variables). We have then to find an optimal tradeoff between the cost of F5 and
the number of Gröbner basis that we have to compute. With this technique,
we were able to mount a theoretical collision attack with a complexity bounded

from above by :

ω 
dreg
,
O (#K)k Cn−k+d
reg −1
with ω, 2 ≤ ω ≤ 3 being the linear algebra constant.
This complexity comes directly from the complexity of F5 in the semi-regular
case [4, 5].
In the next tables, we have quoted the practical results that we have obtained.
TF5 is the time of computing one Gröbner basis with F5 . We have also included
the corresponding number of operations (field multiplications) NopF5 performed
by F5 , and the total number N of operations of our attack (i.e. the cost of
computing (#K)k Gröbner bases). The experimental results have been obtained
using a bi-pro Xeon 2.4 Ghz with 64 Gb. of Ram.

n n−k
16 15
16 14
16 13

k
1
2
3

TF5
≈ 1 h.
126 s.
9.41 s.

NopF5 N
236.9 252.9
232.3 264.3
228.7 284.9

Fig. 3. Experiments for #K = 216 , n = 16, m = n (256-bit hash).

The most interesting tradeoff is obtained with k = 1. In this case, we obtain a
complexity of 252.9 . In this case, the maximum memory used during the Gröbner
bases computations was bounded from above by 4Gb.

n n−k
20 18
20 17
20 16
20 15

k
TF5
NopF5
2
51h
241
3 2h45min. 237
4 643.1 sec. 234
5 48.7 sec. 230

T
257
261
266
270

Fig. 4. Experiments for #K = 28 , n = 20, m = n (160-bit hash).

We observe that the optimal choice is for k = 2, for which you obtain a complexity bounded from above by 257 to actually find a collision. We emphasize that
this approach is fully parallelizable (each computation of the (#K)k Gröbner basis are totally independent). For instance, assuming an access to 216 processors
(which is very reasonable), the computation can be done in two days. For k = 1,
we can extrapolate that one could find a collision in 253 (fields operations).

3.2

Sparse Cubic Construction

In this part, we investigate the security of the sparse construction. From a practical point of view, we have observed that the behavior of the systems is very
different from the dense construction. The systems no longer behave like semiregular systems. It is very difficult to predict the degree of regularity of such
systems, and then the complexity of a Gröbner basis computation.
In this context, we used a special strategy for solving the systems. First, we have
generated collision-finding systems using differences δ ∈ Kn with a low Hamming
weight. This permits to have systems even more sparse, and in general easier to
solve. On the other hand, this constraint restrict our chance of finding a collision.
For each set of parameters, we have to determine an optimal Hamming weight
making the Gröbner bases computation possible, and leading with a reasonable
probability to a collision. In our experiments, we have used the following parameters which seems well suited in practice. Note that the values have been
determined experimentally.
parameters
weight of δ
A #K = 28 , n = 20,  = 0.2%
4
B #K = 216 , n = 16,  = 0.2%
5
C #K = 28 , n = 32,  = 0.1%
2

Fig. 5. Weight of δ w.r.t. the parameters.

Once the δ is fixed, we directly try to compute the Gröbner basis; we no longer
use a hybrid strategy here. This is not necessary since the systems are sparse
and most of them are easy to solve. To summarize, our strategy is :
1. Choose a non-zero difference δ = (δ1 , . . . , δn ) ∈ Kn with low Hamming
weight
2. Generate the system
f10 (x1 , . . . , xn ) = f1 (a1 , . . . , an , x1 + δ1 , . . . , xn + δn ) − f1 (a1 , . . . , an , x1 , . . . , xn ) = 0
..
.
fn0 (x1 , . . . , xn ) = fn (a1 , . . . , an , x1 + δ1 , . . . , xn + δn ) − fn (a1 , . . . , an , x1 , . . . , xn ) = 0

1. Compute the variety V associated to this system using a Gröbner basis
computation.
2. If the variety V is not empty, we have found #V collisions, and we have
finished. Otherwise, we repeat from step 1
In this case, we have to try several δ before finding a non empty variety, and
then a collision.
The results that we have obtained are given below. We would like to emphasize
that these results are not uniform at all. For the same set of parameters, the

time for computing the Gröbner basis can be very different depending of the δ
chosen. To illustrate this fact, we have quoted :
– min0 /max0 : the minimum/maximum time for computing the variety (assuming that there is no solution to the system).
– min1 /max1 : the minimum/maximum time for computing a non-empty variety. We have then found a collision.
– prob : a very rough estimation of the proportion of the δ (with a fixed
Hamming weight) leading to a collision
The results are given below :
parameters
min0 max0 min1 max1 prob
A q = 28 , n = 20,  = 0.2% 0. s. 1088.9 s. 0.5 s. 1289.5 s. 1/4
B q = 216 , n = 16,  = 0.2% 0. s. 1301.1 s. 0.1 s. 78.5 s. 1/3
C q = 28 , n = 32,  = 0.1% 0. s. 7.3 s. 0.4 s. 690.3 s. 1/15
All in all, we can mount our attack, and find a collision, on the set of parameters
A, B, and C in few minutes.

4

Conclusion

In this paper, we have investigated the security of a multivariate hash function
proposed in [17]. We first studied the cubic construction. For such construction,
the problem of finding collisions is equivalent to the problem of solving a system
of quadratic equations. To tackle this problem, we used a general technique
previously used to analyze the security of TRMS and UOV. This method has
already shown its efficiency [8, 22] and our results can be used to better calibrate
the parameters of future multivariate schemes. For instance, we have been able
to break two challenges proposed [17]. But, as soon as n ≥ 32, this construction
can be considered as secure.
The conclusion concerning the sparse construction is different. Our experiments
tend to prove that this construction as not the same level of security than the
dense construction (and seems to be much weaker). For this reason, we believe
that the sparse construction should be avoided.
Interestingly enough, we have observed that the behavior F5 is different for sparse
systems. To our point of view, it could be interesting to further investigate
the theoretical and practical complexity of solving random sparse systems of
equations with Gröbner bases.
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